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On the remote client you have to download the Sophos SSL VPN Client software includ-
ing configuration data from the UTM User Portal. Then you install the software package on
your computer.

3.1 Getting Software and Certificates

The UTM User Portal is available to all remote access users. From this portal, you can
download guides and tools for the configuration of your client. You should get the fol-
lowing user credentials for the User Portal from your system administrator: IP address,
username, and password.

Especially for SSL remote access, the User Portal offers a configuration guide and a cus-
tomized SSL VPN client software, which already includes software, certificates, and con-
figuration handled by a simple installation procedure. This client supports most business
applications such as native Outlook, native Windows file sharing, and many more.

1. Start your browser and open the User Portal.
Start your browser and enter the management address of the User Portal as follows:
https://IP address (example:https://218.93.117.220).

A security note will be displayed.

Accept the security note. Depending on the browser, click | Understand the Risks >
Add Exception > Confirm Security Exception (Mozilla Firefox), or Proceed Anyway
(Google Chrome), or Continue to this website (Microsoft Internet Explorer).

2. Log in to the User Portal.
Enter your credentials:

Username: Your username, which you received from the administrator.

Password: Your password, which you received from the administrator. Please note
that passwords are case-sensitive.

Click Login.

3. On the Remote Access page, download the tools and/or configuration guide for
setting up your remote access connection.
This page can contain up to four sections, depending on the remote access con-
nection types (IPsec, SSL, L2TP, PPTP) your administrator enabled for you.

At the top of each section you find an Open installation instructions in new window
link which opens the respective remote access guide, one of which you are currently
reading.
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Welcome | Client Authentication |

SOPHOS

S5LVPM (Open installation instructions in new window]

Click here to download a complete installation package including
client software, keys and automatic configuraticn for Windows
KPNistalT.

Dovmload

Click here fo download an installation file which updates all keys and
configuration on your system, without re-installing the client software
(Windows XP/\Vista/T).

Download

Click here to download a ZIP archive which contains all necessary
files to set up SSL VPN on Linux, MacOS X, BSD or Solaris Dowmnload

Start the download process by clicking Download.

L George Foreman(foreman@company.com)

| HTMLS5 VPN Portal | Change password | HTTPS Proxy | Logout |

In the SSL VPN section, you can download the client software. With the topmost but-
ton, you download a complete software package with the pertinent key for a new

installation. With the second button, you update an already installed SSL VPN client
with new keys.

The third button provides all necessary files for the configuration of SSL VPN on
Linux, MacOS X, BSD, and Solaris.

Cross Reference — For the configuration of SSL VPN on Linux, MacOS X, BSD,
and Solaris please see installation instructions on http.//openvpn.net.

4. Close the User Portal session by clicking Log out.

The rest of the configuration takes place on the remote user client. This will require the IP
address or hostname of the server, as well as a valid username and password, which
should be supplied by the system administrator.

3.2 Installing the SSL VPN Client Software

The setup program will check the hardware of the system, and then install the necessary
software on your PC.

1.

Unpack the installation package.
If you have received it as a .zip file, unpack the installation package, for example by
using WinZip.

2. Start the installation.
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Open a file browser and go to the [ svan cioe 20 s =
location of the installation file
setup.exe. Launch the file rom | SOPHOS giﬁ?gg&o t{ﬁ;‘r’g H0SSSL LN
this directory. P

This wizard will guide you through the installation of Sophos
S50 ¥PM Client

The installation wizard should
start up now.

Click Next to proceed.

®

3. Accept the software license agreement.

Mext = ] I Cancel

If you agree to the terms of the R S R DT o

[=]
i i -
license, click / Agree. License Agreement ™
Flease review the license terms before instaling Sophos S50 WRN
Client 2.0,

Press Page Down ko see the rest of the agreement.

Fophos S50 WPN Client -
A PN client for Windows ®P [ Wista | 7.

This distribution contains multiple components

of different authors, Some of the components

Fall under different licenses. By using Sophos S5L WPM Client
ar any of the bundled components enumerated

bielow, wou agree ko be bound by the conditions

of the license for each respective component.

If vou accept the berms of the agreement, click T Agree o continue, You must accept the
agreement to install Sophos S5L WP Client 2.0.

< Back “ 1 Agree ] I Cancel

4. Choose the install location.
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Click Browse, select the appro-
priate directory, and click OK.

5. Click Install to proceed.
The installation process will be
started.

6. Confirm the warning message.

The installation wizard will copy
the necessary files on your sys-
tem. A virtual network card will
be installed during the instal-
lation process. Since the rel-
evant driver is not certified by
Microsoft, a corresponding cau-
tion message will appear during
the installation process. You can
ignore this message.

Click Install.

;’_') Sophos S50 WPN Client 2.0 Setup

e ® ]

3

Setup will install Sophos S5L WPK Client 2.0 in the Following Folder. To install in a different
folder, click Browse and select another Folder, Click Install to skart the installation,

Choose Install Location
Choose the Folder in which to install Sophos S5L WPN Client 2.0,

Destination Folder

Browse...

sophosiSophos S50 WPM Client

Space required:; 2,9MB
Space available: 24,9GE

< Back “ Install ] [ Canel
) Sophos S3L WPN Client 2.0 Setup = & | =
) -
Installing .
Flease wait while Sophos 551 YPN Client 2.0 is being installed.
Installing 5501 YRR adapter
—————
Shiow dekails
< Back Nexk = Canicel
[+7] Windows Security g2
Would you like to install this device software?
= Mame: Sophos 55L VPN Netzwerkadapter
L' Publisher: Astarc GrmbH & Ce. KG
=
[[] Always trust seftware from "Astaro GmbH Co. KG". Install ] [ Don't Install

@ You should only install driver software from publishers you trust. How can [ decide
which device software is safe to install?

7. Confirm the completion message.
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When the installation process is G5 sven ciant 20 s ol e ] =
finished, a completion message irstailatiiin Eoiote i

iS dISplayed Setup was completed successfully,

Click Nextto confirm it. Completed

< Back Cancel

8. Finish the installation by clicking Finish.

After the software installation the
client is automatically started.

Then the SSL VPN icon B will be | SOPHOS

displayed in your task bar.

Further information is usually avail-
able from the network administrator.

®

;’_') Sophos S50 WPN Client 2.0 Setup

= & | =
N

Completing the Sophos SSL VPN
Client 2.0 Setup

Sophos 551 YPM Client 2.0 has been installed on your
computer,

Click Finish to close Setup.

< Back Cancel

3.3 Connecting to the VPN

1. Open the User Authentication dialog box.

Double-click the SSL VPN task bar icon 8 to
open the User Authentication dialog box.

In case you have more than one connection spec-
ified, right-click the icon to open a list of available

connections.

2. Login.

Sophos 55LWPM - User Suthentication

|zermame:; |

Paszward:

Log in with your username and password, which you use also for the User Portal, and

then start the connection by clicking OK.
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The connection status is indicated by the SSL VPN icon: disconnected (ﬁ), con-
necting (ﬁ), and connected (ﬁ). The Connection dialog box allows you to monitor the
set-up of the connection.

The SSL VPN remote access can be disconnected by clicking Disconnect in the con-
text menu of the task bar icon.
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